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L185 
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L154 
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L154 
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kernel and LI 52 


153 


L153 


L152 


L148andL151 


229 


L152 


L151 


(privileged and (non$l privileged or unprivileged)) 


1115 


L151 


L150 


L148 andL149 
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L150 


L149 


(privileged and unprivileged) near mode 


38 


L149 


L148 


system adj call 
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L148 


L147 


(protect$3 or non$l privileged or unprivileged) and LI 46 
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L145 
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L144 
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L144 
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L143 
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L141 
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L141 


L140 


(707/9).ccls. 


2008 
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(713/164 |713/165 |713/166 |713/167).ccls. 
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869 
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L137 


(711/111 171 1/1 63).ccls. 


2709 


L137 
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(710/200).ccls. 


749 
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t 

Li 1 D.J 


r70Q/?n 1709/214 1709/215 1709/216) eels 

i / \jy i z» i — > i / \J y 1 J* i " i / \J y i 1 ~j i / \j y i ^ ± \j /.vvij. 


2341 


L135 


L134 


(709/213 1709/214 1709/215 1709/216) eels L132 


121049 


L134 


L133 


((nook$3 or intercepts) with (((system or function) near call; or (invoKji or 


2816 


L133 


111 VULalJ* J ))) 




L132 


^hnnlffl rvr intprrpntf^ with fYcvctpm nr fnnrtinrA npar rain or finvok$3 or 


119214 


L132 


invocat$3)) 






L131 


determin$3 near (invok$3 or invocat$3) near mode 
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L131 


LI 30 


L121 andL125 


32 


L130 


L129 


L121 andL128 


2 


L129 


L128 


6175916.pn. 


2 


L128 


L127 


6175916 


11 


L127 


L126 


20030140245 


3 


L126 


L125 


(invok$3 or invocat$3) near (protection or non$lprivileged or unprivileged) 


171 


L125 


L124 


L121 andL123 


21 


L124 


L123 


determin$3 near current near mode 


532 


L123 


L122 


L119andL121 


9 


L122 


L121 


((system or function) near call) 


56305 


L121 


L120 


kernel and LI 19 
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L120 


L119 


current near processing near mode 


117 


L119 


L118 


L116andL117 
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L118 


L117 


(protection or non$l privileged or unprivileged) near mode 


2491 


L117 


L116 


((direct and indirect) near call) 


121 


L116 
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L115 


kernel and LI 14 


144 


L115 


T 1 1 A 


{^direct or indirect^ near {^system or iuncuon^ near caii^ 


446 


T 1 14 


L113 


ooiwizj.pn. 


3 


L113 


L112 


(momtor$3 or track$3 or trac$3) near (((function or system) near call) or 

111VUKJ)J Ul lllVU^al*4>J ) 


1556 


L112 


Llll 


(^protection or privileged or unprivileged or non^>i privileged^ near ^memory 


21 


Llll 


or space or area or domain or mode)) and LI 10 


L110 


trap$4 near ((system or function) near call) 


125 


L110 


L109 


L107 orL108 


1877 


L109 




(1 10/961 1710/96? 1710/96^ I71 0/964 I710/96S 171 0/966^ cck 


1015 


LI 08 


T 1 1Y7 
LIU/ 


\l ZO/Z I JXCIS. 


869 


T 107 


LI 06 


jumpq>j near ^ (protection or privileged or unprivileged or noii^ipiiviicgeuy 


5 


L106 


near (memory or space or area or domain or mode)) 




DB= 


USPT; PLUR=YES; OP=OR 






L105 


'5280614\pn. 


1 


L105 


L104 


•5581722\pn. 


1 


L104 


L103 


'6003123'.pn. 


1 


L103 


DB=PGPB, USPT, USOC,EPAB,JPAB,DWPI, TDBD; PLUR=YES; OP=OR 






L102 


determin$3 near ((protection or privileged or unprivileged or 


96 


L102 


non$l privileged) near (memory or space or area or domain or mode)) 


L101 


system adj call and L98 


1 

1 


T 101 


L100 


L98 and L99 


o 


L100 


L99 


((proection or privileged or unprivileged or non$l privileged) near (memory 


1047 


L99 


or space or area or domain or mode)) 


L98 


(indirect$2) near interrupt$3 


102 


L98 


L97 


(indirect$2 and direct$2) near interrupt$3 


20 


L97 


L96 


(indirect$2 or direct$2) near interrupt$3 


4046 


L96 


L95 


access$3 near ((proection or privileged or unprivileged or non$l privileged) 


129 


L95 


near (memory or space or area or domain or mode)) 


L94 


memory near allocat$3 with ((proection or privileged or unprivileged or 


9 


L94 


non$l privileged)) 




L93 


memory near allocat$3 with ((proection or privileged or unprivileged or 


1 


L93 


non$l privileged) near (area or space or domain or mode)) 


L92 


@pd<20000801 andL91 


14 


L92 


L91 


(detour$3 or re$ldirect$3 or trampoline or intercept$3 orjump$3) and L90 


79 


L91 


L90 


L89 and (($3privileg$3 or $3 secure) near (mode or domain or thread or 


130 


L90 


code)) 


L89 


(interrupt$3 or exception) with system adj call 


1019 


L89 


L88 


system adj call with (($3privileg$3 or $3secure) near (mode or domain or 


58 


L88 


thread or code)) 


L87 


system adj call with (($3privileg$3 or $3secure) near (mode or domain or 


45 


L87 


thread)) 


L86 


(un$lprivileg$3 or un$l secure) with (detour$3 or re$ldirect$3 or trampoline 


30 


L86 


or intercept$3) 
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L85 


(Yun$1 nrivilee$3 or un$l secured near f domain or modeYl with fdetour$3 or 


1 


L85 


re$ldirect$3 or trampoline or intercept$3) 


L84 


determin$3 with (($3privileg$3 or $3 secure) near thread) 


46 


L84 


L83 


determin$3 with (($3privileg$3 or secure) near domain) 


62 


L83 


L82 


jump and L81 


37 


L82 


L81 


determin$3 with (($3privileg$3) near mode) 


83 


L81 


L80 


determin$3 with fY$3nriviled£$3^ near mode^ 

Uvlvl 1111 11*4* .J VV 1 1,11 1 1 L/l 1 V 11 vUftM''' / llwHJ lilV/Uv / 


o 


L80 


L79 


tfz)nd<20000801 andL78 

l LtA VJ \S \J \J \J \J \J \J 1 till vl 1 J 1 \J 


59 


L79 


L78 


system aoj can witn (^access or memory j witn ^error or ian^j or vana^ or 


275 


L78 


verif$7 or determin$3) 


L77 


QvQtpm aHi rail with farrp^Q or memorv^ with Tvalid$4 or verif^$7 or 

0 y oiwiii civil v>cvii wim lavvvjj ui mwiiiui y / vviui \ vaiiu^ * v/i v wuy/ / vi 


212 


L77 


determin$3) ; 


L76 


@pd<20000801 and L75 


56 


L76 


L75 


L54 and L70 


328 


L75 


L74 


@pd<20000801 and L73 


35 


L74 


L73 


(jump or interrupt) and L72 


152 


L73 


L72 


L70 and L71 


323 


L72 


L71 


system adj call with (access or memory) 


2963 


L71 


L70 


system adj call with (monitor$3 or trac$4) 


1181 


L70 


L69 


5109515[uref] 


79 


L69 


L68 


system adj call with augment$6 


29 


L68 


L67 


access near memory and L66 


76 


L67 


L66 


system adj call with emulat$3 


164 


L66 


L65 


(jump or interrupt) and L64 


59 


L65 


L64 


system adj call with access near memory 


98 


L64 


L63 


system adj call and L62 


62 


L63 


L62 


(replac$6 or substitut$3) with access near memory 


3358 


L62 


L61 


L54 and L60 


14 


L61 


L60 


switch$3 with (($3privileg$3 or $3 secure) near (domain or mode)) 


409 


L60 


L59 


@pd<20000801 and L56 


34 


L59 


L58 


@pd<20000801 andL57 


0 


L58 


L57 


(713/???or726/???).ccls. and L56 


0 


L57 


L56 


fiumn or intemint^ and L55 


190 


L56 


L55 


L53 and L54 


273 


L55 


L54 


/YintprrpntSl'} nr Hpfnnr nr ^HirprtSl^ or rpSl 1 vpp tnr$l or alternatSS or 


2648 


L54 


replac$6 or substitut$3)) with system adj call 


L53 


protect$3 with (os or operating adj system) 


114373 


L53 


L52 


L36and L51 


67 


L52 


L51 


(alternat$5 or replac$6 or substitut$3) with system adj call 


768 


L51 


L50 


re$l vector with system adj call 


5 


L50 


L49 


re$l vector with system adj call 


5 


L49 


DB= 


-USPT; PLUR=YES; OP=OR 
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'6199152'.pn. 
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L48 


L47 


'6256657'.pn. 


1 


L47 


L46 


'6317868\pn. 


1 


L46 


L45 


'6317868'.pn. 
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L45 


L44 


'6360244'.pn. 
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L44 


L43 


'6360244'.pn. 
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L43 


L42 


'6360244'.pn. 
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L42 


L41 


'6463549'.pn. 
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L41 


L40 
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L40 


L39 
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L38 


'6604123\pn. 
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L38 


DB=PGPB, USPT, USOC,EPAB,JPAB,DWPI, TDBD; PLUR=YES; OP=OR 






L37 


L35 and L36 


52 


L37 




finmn or intprrunt^ npar instruction 

11 14111 Lr Ul lllttill 14LF L / 11WCU 111 Oil U V LI Ull 


8386 


L36 


L35 


svstem adi call with fintercent$3 or detour or $3 direct^ 


959 


L35 


T 1/1 


system aaj can wiin ^pnviieg^z or secure^ wim memory^ 


46 


L34 


TOO 

L33 


system adj call with ((privileg$2 or secure) near memory) 


8 


L33 


TOO 


system adj call witn (privilege near (mooe or aomain^ 


45 


L32 


Til 


system auj can witn ^ueterminoo near ^mooe or aomdin^ 


5 


L31 


t on 


system adj call with jump near instruction 


23 


L30 


t in 


indirect with system adj call 


76 


L29 


T lO 

Lis 


indirect near system near call 


11 


L28 


L27 


($3 trusted or $3 secure) near (application or code or program or module or 


19766 


L27 


l/UIIipUIlCJJl Ul ouiiwoic^ 


L26 


system adj call and L25 


71 


L26 


L25 


protect$3 near operating adj system and L24 


117 


L25 


L24 


memory near2 (violation or attack$3 or error or problem) 


36420 


L24 


L23 


(726/???or 713/???).ccls. and L22 


50 


L23 


L22 


L20 and L21 


602 


L22 


L21 


call near2 (detour or trampoline or indirect$2 or replace$5 or substitut$3 or 


7670 


L21 


intercept$3) 


L20 


access near memory and L 1 9 


5672 


L20 


L19 


(system near call) and operating adj system 


13325 


L19 


L18 


(726/???or 713/???).ccls. and L 17 


2 


L18 


L17 


(system near call) with access near memory 


113 


L17 


L16 


(726/???or 713/???).ccls. and L9 


5 


L16 


L15 


(726/???or 713/???).ccls. and LI 


113 


L15 


L14 


access near memory and LI 3 

((system or function) near call) with (detour or trampoline or indirect$2 or 


1 AA 
100 


T 1 A 

L14 


L13 


replace$5 or substitut$3 or intercept$3) near (code or program or component 
or module) 


253 


L13 


DB= 


-USPT; PLUR=YES; OP=OR 
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L12 '5161226'.pn. 1 LJ2 

Lll '5548694'.pn. 1 Lll 
DB=PGPB, USPT, USOC,EPAB,JPAB,DWPI, TDBD; PLUR=YES; OP=OR 

L10 L5andL9 28 L10 

L9 ((system or function) near call) with access near memory 231 L9 

L8 ((system or function) near call) near access near memory 23 L8 

L7 (jump and interrupt$3) and L6 49 L7 

L6 @pD<20000801 andL5 399 L6 

L5 ((system or function) near call) with (detour or trampoline or indirect$2 or 2 \ 2 1 L5 

— replace$5 or substitut$3 or intercept$3) 

LA (kernel or operating adj system) and L3 63 L4 

L3 @pD<20000801 andL2 205 L3 

L2 (jumpandinterrupt$3)andLl 503 L2 

L1 (((access$3 or (system or function) near call)) near memory) with (detour or 439Q 

— trampoline or indirect$2 or replace$5 or substitut$3 or intercept$3) 
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